
There have been many reported breaches 
of the Data Protection regulations since 
the introduction of the Data Protection 
Act in 1998. 

Given the wide scope of the legislation, it might 
be expected that few organisations would 
comply in every respect, and over the years 
most breaches have gone unnoticed or at least 
unreported – that is until quite recently when 
several high profi le cases hit the headlines 
including:-

• Her Majesties Revenue & Customs (HMRC) 
losing an unencrypted CD-Rom containing 
the personal records of 25 million people.

• The FSA recently investigated the HSBC 
bank and found unencrypted customer 
details on open shelves and unlocked 
cabinets. Customer details were also sent 
via the post or couriers to third parties, and 
staff were not trained in dealing with risks 
associated with identity theft. This cost the 
HSBC £3M in fi nes & costs!

In the last 12 months alone, Government 
reported data losses that have received media 
attention include;

Statistics from the Security Breaches Survey 
2008 carried out on behalf of the UK Department 
of Business, Enterprise and Regulatory Reform 
(BERR) suggest that there are a substantial 
number of organisations that still have either 
inadequate or no information security policies 
& procedures which leave them extremely 
exposed and open to prosecution.

Clearly, most organisations are still not doing 
enough to protect themselves and their 
customer’s information, 37% of surveyed 
organisations openly reporting having 
experienced a security related incident in 
2008, the remaining 63% either refused to 
comment or were not happy to disclose specifi c 
information regarding security issues.

Until quite recently, with the introduction of 
BS 10012 (Data protection: Specifi cation 
for a personal information management 
system),there had been no standard for 
ensuring Data Protection compliance and the 
best any organisation could do was to adhere 
to one of the many recognised IT standards 
/ methodologies e.g. ITIL or ISO27001/2 
and hope that was suffi cient. Now there 
is a benchmark Standard against which 
organisations can measure how effective their 
procedures are.

HOW PREPARED IS YOUR ORGANISATION?  

BE PREPARED:
HOW PREPARED IS YOUR ORGANISATION TO 
DEAL WITH A DATA PROTECTION BREACH?

FRMS and CAMSoft can help you further with a FREE Data Protection Healthcheck - a short on-line review of your 
arrangements which will highlight your key risk areas and suggest how these might best be addressed.
Call us now to discuss how we can help you ‘be prepared’
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